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Abstract

The fiftyfour pieces of  Rubik’s Cube change to totally different pieces depending on the number of rotation time and sequence. Also, when dissolving changed cube to an original shape, it could be done by rotating the cube in inverse order. These peculiarities are the same as the symmetry of decryption on the block cipher. This paper noticed the idea that if each piece of Rubik’s Cube could move, various kind of combination and also various keys can be obtained and created. Therefore we suggests the block cipher key using the mechanism of Rubik’s Cube.

Information Security, Block Cipher, Cryptographic, Rubik’s Cube
 
I. Introduction
				
The Rubik's Cube which was originally called magic cube was invented in 1974 by Hungarian sculptor and professor of architecture Erno Rubik [1][2]. In a classic Rubik's Cube, each of the six faces is covered by nine stickers, each of one of six solid colours: white, red, blue, orange, green, and yellow. In currently sold models, white is opposite yellow, blue is opposite green, and orange is opposite red, and the red, white and blue are arranged in that order in a clockwise arrangement[3]. This cube is the famous puzzle toy which has 6 different colors of faces and each face has the rectangular of n x n pieces of the same color at its original state[4]. The purpose of this puzzle is to make the mixed color of face made by many times of rotation to the original state that each face has the same color.
A block cipher by itself is only suitable for the secure cryptographic transformation (encryption or decryption) of one fixed-length group of bits called a block[5]. Examples are DES[6], AES[7] and SEED[8]. This paper noticed the idea that if each piece of Rubik’s Cube could move, various kind of combination and also various keys can be obtained and created.  This property of Rubik’s Cube can be used in creating block cipher keys.
II. Definition of Cube

 In this paper, the Cube which will be used has the dimension of 3 x 3 x 3, 54 faces and each faces of the Cube don’t have colors.

A. Definition of Piece
The pieces of Cube are defined as following Fig. 1. Assume that the Cube which will be utilized has 6 surfaces of 3 x 3 pieces , i.e. total 54 pieces, and the colors of 6 surfaces are the same. Each piece obtains sequence numbers as follows. The upper surface has the number of 1~9, and then right side surface has the number of 10~18, left side surface 19~27, front side surface 28~36, rear side surface 37~45, and the bottom surface 46~54.

[image: ]
Fig. 1 Definition of numbers

The definition of numbers according to its position and the rotation standard are as follows.

: Piece number  of Rubik’s Cube.
Fixation: Fixed Piece is 

B. Definition of Axis

: Axis which sets the standard as  and rotates to left side . Can be expressed as .
: Axis which sets the standard as and rotates to left side . Can be expressed as  .
: Axis which sets the standard as and rotates to right side . Can be expressed as .
: Axis which sets the standard as and rotates to right side . Can be expressed as .
: Axis which sets the standard as and rotates to back side . Can be expressed as .
: Axis whichs sets the standard as and rotates to back side . Can be expressed as.
: Rotate for times. 
(.

C. Significant peculiarity of cube

If the state of rubik’s cube such as in [Figure 1.] is S, the commutative law does not come into existence. In other words, different rotation sequence means different S.




As the following equation shows, different rotation number means different S.




In other words, to recover the rotated cube to the original state, the process must be reverse of the rotation. 

III. Key Structure

K can be divided into three parts. They are 128bit, 192bit, 256bit. When K is 128bit, there are 8 Round Keys, 192bit would be 12 and 256bit would be 16 Round Keys. As the Fig. 2 the number of Round Key is shown when K is .

[image: EMB000056503779]
Fig. 2 Number of Round Key

As Fig. 3 Round Key is a 16bits key which is formed with Rotation Key and Mix Key. Starting from the left, each 2bit means  and these 12bits form Rotation Key. Mix Key is used to mix the rotation sequence of axis and TABLE I. shows the sequence applied to Mix Key.

[image: EMB00005650377a]
Figure 3. Round Key

TABLE I. Mix Key Table when encryption
	Mix Key
	Sequence

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	



IV. Conclusion

In this paper, we suggested a new key of block ciper which applied symmetry and miscarriage of commutative law for cube. The 54 pieces of 3X3X3 Rubik’s Cube change to totally different pieces depending on the number of rotation time and sequence. Also, when dissolving changed cube to an original shape, it could be done by rotating the cube in inverse order. These peculiarities are the same as the symmetry of decryption on the block cipher. In the next paper, we will implement of block cipher algorithm using cube and veridate safety probabilities and encryption speed. 
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